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1. Introducing the Switchboard Server

Some Proxicast devices (such as the PocketPORT) offer a unique feature called “Virtual Cable Mode”
(VCM) operation. VCM is Proxicast’s implementation of Ethernet over IP. In this mode, two or more
gateways act as a very long virtual Ethernet cable. Any intervening networks, such as the Internet or
firewalls, are completely transparent; the ends appear to be directly connected via a cable. Any
application that works over a direct Ethernet cable also works over Virtual Cable Mode.

The Virtual Cable Switchboard Server is a Linux-based application which provides address resolution
and packet relay services for Proxicast's devices which support Virtual Cable Mode operation. All VCM
devices must interact with a Switchboard Server in order to establish a connection with other devices.

The accompanying Virtual Cable Switchboard Server Monitor web-application provides real-time
monitoring of the Virtual Cable network and devices.

2. System Requirements

X86-based Linux Operating System (e.g. Ubuntu)

1 GB RAM

500 MB disk space

Network interface card

Internet connectivity with 1 UDP and optionally 1 TCP open inbound ports
Web browser (optional)

Root level OS privileges for installation

Activation key purchased from Proxicast

All of the Switchboard Server components are statically linked. No external libraries are required or
installed which may affect other applications on the Linux system.

3. Licensing

The Switchboard Server is licensed on a per-server basis and requires a license activation key
purchased from Proxicast. Each Switchboard Server is also licensed for a maximum number of
concurrent Gateway device (e.g. PocketPORTSs) connections. An unlimited number of end devices

may be connected behind each gateway. Each Switchboard Server can also support multiple Virtual
Cable networks.

4. Installation

Installation of the Switchboard requires root level privileges. Log into Linux as root or use the sudo
command to temporarily obtain root privileges.

4.1 Graphical Installer
o Download the Switchboard installation package to a temporary directory.

e Make the package executable (run as a program), for example:
chmod +x vecswitchboard-2.0-1inux-x32-installer._run
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e Execute the installer from the command line:
./vcswitchboard-2.0-1inux-x32-installer.run

or if logged in as root, double-click on the icon:

2

veswitchboard-2.0-
linux-installerrun

e Follow the installation wizard prompts.

Setup - Virtual Cable Switchboard

wWelcome to the Virtual Cable Switchboard
Setup Wizard.

I- Forward | Cancel

e Select the directory where the Switchboard Server components will be installed. The default
is /user/local/vcswitchboard.

Installation Directory Fr.&
Please specify the directory where Virtual Cable Switchboard will be
installed.

Installation Directory | fusrflocal/veswitchboard |E|

BitRock Installer

Back Forward Cancel
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Enter the license key required to activate the Switchboard Server.

NOTE: the Linux server must have Internet access at this point for the installer to contact
Proxicast's Activation Server to validate your license key.

License Key F',E

Please enter your License key to activate the Switchboard

License Key ll

BitRock Installer

Back Forward Cancel

Enter the UDP port number that the Switchboard Server will use to communicate with Gateway
nodes. The default port is 9999. This port must be open on any firewalls between the
Switchboard Server and the Internet.

SwitchBoard port F,,E

Enter an UDP port to use for incoming connections

UDP port (0999

BitRock Installer

Back Forward Cancel
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e Enter the port number that the Switchboard Server Monitor will use to listen for HTTP requests.
The default port is 8888. To view the Monitor remotely, this port must be open on any firewalls
between the Switchboard Server and the Internet.

r.. |

HTTP port

Enter a HTTP port to use for the web UI

HTTP port |jB88s

BitRock Installer

Back Forward Cancel

e The Switchboard Server is now ready to be installed.

Ready to Install F,E

Setup is now ready to begininstalling Virtual Cable Switchboard on your
computer.

BitRock Installer

Back Forward Cancel
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e After installation is complete, be sure to view the README file for the latest information about
the Switchboard Server.

Completing the Virtual Cable
Switchboard Setup Wizard

Setup has finished installing Virtual Cable
Switchboard onyour computer.

& View Readme File

|. Finish || cance

e Upon exiting the installer, you may optionally start the Switchboard Server application.

@ Start Switchboard now?

| Yes __No

4.2 Command Line Installer

The Switchboard can also be installed from a terminal command line. For environments without a
desktop GUI, use: —mode text to launch the installer.

e Download the Switchboard installation package to a temporary directory.

e Make the package executable, for example:
chmod +x vecswitchboard-2.0-1inux-x32-installer._run

e The command line options are shown below. Execute the installer from the command line:
./vcswitchboard-2.0-1inux-x32-installer.run <options>

Usage:
--help Display the list of valid options
--version Display product information
--unattendedmodeui mode> Unattended Mode Ul

Default: none

Allowed: none minimal minimalWithDialogs
--optionfile <optionfile> Installation option file

Default:
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--debuglevel <debuglevel> Debug information level of verbosity
Default: 2
Allowed: 01 2 3 4

--mode <mode> Installation mode
Default: gtk
Allowed: gtk xwindow text unattended

--debugtrace <debugtrace> Debug filename
Default:

--installer-language <Language> Language selection
Default: en
Allowed: en ar bg ca da nl et fr fi de el
es es_AR he hr hu it ja It ko pl pt_BR pt ro ru no sl
sk sq sv sr tr zh_TW zh_CN va cy cs

--licensekey <licensekey> License Key
Default:
--prefix <prefix> Installation Directory

Default: /usr/local/vcswitchboard/

—--port <port> UDP port
Default: 9999

--httpport <httpport> HTTP port
Default: 8888

NOTE: the Linux server must have Internet access at this point for the installer to contact Proxicast’s
Activation Server to validate your license key.

4.3 Uninstalling the Switchboard Server

To uninstall the Switchboard Server, execute the following command as root in the installation
directory:

.Zuninstall

or if logged in as root, double-click on the icon:

Uninstall Virtual
Cable Switchboard

4.4 Moving to a Different Server

To move the Switchboard Server to a different Linux server, uninstall the software as described above
while the original server is connected to the Internet. This will deactivate your license key. Then install
the Switchboard Server on the new Linux server using your existing license key.
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5. Operating the Switchboard Server

5.1 Starting the Switchboard Server

The Switchboard Server can be started after installation is complete. The installer also creates the
script file veswitchboard in the /etc/init.d directory so that the Switchboard Server starts when the
operating system is started.

To start the Switchboard Server manually, execute the following command as root in the installation
directory:

./switchboard-start.sh

NOTE: The Switchboard Server clears any previous activity log information when it starts.

5.2 Stopping the Switchboard Server

To stop the Switchboard Server manually, execute the following command as root in the installation
directory:

-/switchboard-stop-sh

5.3 Routine Operations

The Switchboard Server runs as a background process performing its functions without user
interaction. Switchboard and Virtual Cable Network activity can be viewed using the Virtual Cable
Switchboard Server Monitor installed with the Switchboard Server (see page 10).

The Switchboard Server's log file can grow quickly, especially on large networks. While this does not
negatively impact the Switchboard Server’s performance, it can degrade the responsiveness of the
Switchboard Monitor application.

Proxicast strongly recommends regularly purging or archiving the log or restarting the Switchboard
Server to trim old log entries. For example, a daily cron job can run any of the utility scripts provided
with the installation package:

switchboard-start.sh — stops and restarts the Switchboard server, erasing all old log entries
purge-log.sh — erases all old log entries without stopping the Switchboard server

archive-db.sh — copies the entire Switchboard.db file to a new file based on the current
timestamp, erases all old log entries, but does not restart the Switchboard server

5.4 Changing the Listening Ports

To change either the Switchboard Server or Server Monitor listening ports, you must uninstall and
re-install the software.

5.5 Upgrading to a New Switchboard Version

If an updated version of the Switchboard Server is released, you may install the upgraded version
simply by obtaining the latest installer program from Proxicast and re-running the installer.

5.6 Purchasing Additional Gateway Licenses

To increase the number of allowed concurrent Gateways, contact Proxicast to purchase the necessary
licenses, then re-run the installer to authorize the additional Gateways with our Activation Server.
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6. Virtual Cable Switchboard Server Monitor

The Switchboard Server includes an embedded web server and application for monitoring the
Switchboard and Virtual Cable Network activity. Launch the Virtual Cable Switchboard Server Monitor
(VCSSM) by:

e Clicking on the icon in the installation directory:

—_—
—

v

Virtual Cable
Switchboard Monitor

e Onthe Linux server, opening a web browser to the address:
http://localhost:8888

e From the Internet, opening a web browser to the address:
http://<your-servers-public-IP>:8888

NOTE: if you selected a different HTTP listening port during installation, use that port number instead
of 8888.

To access VCSSM, log in with the default username = admin and the default password = 1234.

8 Authentication Required

g A username and password are being requested by http://localhost:8888. The site says: "cgi-bin"

i

User Name: | admin

Password: [ seed] ]

Cancel [ OK
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6.1 Virtual Cable Terminology

Virtual Cable Networks consist of 2 or more Gateway nodes which
Virtual Cable are operating in Virtual Cable Mode and that have the same Account
- Network Name, Network Name and Password defined. Networks are created
on an ad-hoc basis as Gateways contact the Switchboard Server.

Gateway Nodes are Proxicast devices (such as the PocketPORT)
which are operating in Virtual Cable Mode. Gateways are
responsible for periodically contacting the Switchboard Server and
routing packets for the device nodes connected to them based on
information from the Switchboard.

.-E.‘-. Gateway Node
u

Peer-to-Peer Nodes are devices connected to Gateway nodes that

Peer-to-Peer can exchange data with other device nodes via direct

Node communication between their respective Gateways. Ethernet traffic
IS NOT flowing through the Switchboard Server.
Relayed Nodes are devices which cannot reach other peer nodes
i Relaved Node because the destination device’s Gateway cannot be accessed
W a y directly from the Internet. Ethernet traffic between relayed nodes IS

flowing to the Switchboard Server to be relayed through a reverse
tunnel to the destination node’s Gateway.

Since a Virtual Cable Network requires at least 2 Gateway nodes, the maximum number of concurrent
networks supported by the Switchboard Server is one-half the number of licensed Gateway nodes.

Each Network represents a separate Ethernet broadcast domain (subnet). Nodes which do not need to
communicate with one another should be placed in separate Networks to minimize extraneous traffic
sent to non-relevant nodes.

Gateways which have public IP addresses typically perform peer-to-peer communications (assuming

no ports are blocked). Gateways which have private IP addresses and/or are behind firewalls typically
must relay their traffic through the Switchboard. Public IP addresses on Gateway nodes are preferred
to avoid the extra latency required for relayed packets and to minimize Switchboard Server load.

Active Gateway nodes are defined as Gateways which have registered or re-registered with the
Switchboard Server within the previous 2 minutes. The Switchboard Server will allow additional
Gateways to connect until the concurrent Gateway license limit is reached. The active Gateway count
will be reduced 2 minutes after a Gateway fails to register.

Gateways and Device nodes are identified uniquely by their MAC addresses.

NOTE: All Switchboard Server events are logged using Coordinated Universal Time (UTC).
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6.2 Status Screen

IDTOXICGST Virtual Cable Switchboard Server Monitor Server Time

2014-04-14 20:25:00 UTC

Status Activity Log

Server Status

Switchboard Server Running
Server Started 2014-04-09 17:43:12 UTC
Up Time 5 days 2 hours 41 minutes 47 seconds

Licensed Gateway Nodes 25

Active Gateway Nodes 2
# Log Entries 34,712

Switchboard Port 9999

License Key 0813-6C90-3CA2-83A7
Switchboard Version 2.4

Monitor Password Change

Recent Events

[2014-04-14 20:24:10 UTC [switchboard.c: 151] Re-registered node [public_ip=172.16.1.1:28465][mac=00:16-39:11:14-D6][network=john@acme.com-Sensorhet]
[2014-04-14 20:24:11 UTC [switchboard.c: 151] Re-registered node [public_ip=166.149.47 64:9999][mac=00:1B:39:11:16:5E][network=john@acme.com-Sensorhlet]
12014-04-14 20:24:12 UTC [switchboard.c: 193] Registered new peer [public_ip=172.16.1.1:28465][mac=00:16:39:0F:50:7D][network=john@acme.com-Sensorhlet]
[2014-04-14 20:24:12 UTC [switchboard.c- 193] Registered new peer [public_ip=172.16.1.1:28465][mac=00:21:5A:80:E5 7A][network=john@acme com-SensorNet]
12014-04-14 20:24:13 UTC [switchboard.c: 193] Registered new peer [public_ip=172.16.1.1:28465][mac=30:05:5C:15:70:20][network=john@acme.com-Sensorhlet]
[2014-04-14 20:24:40 UTC [switchboard.c 151] Re-registered node [public_ip=172.16.1 1:28465][mac=00:1B:39:11:14:DE][network=john@acme com-Sensorhet]
12014-04-14 20:24:42 UTC [switchboard.c: 124] Re-registered peer [public_ip=172.16.1.1:28465]mac=D4:3D:7E:57-62-E5][network=john@acme.com-SensorNet]
[2014-04-14 20:24:43 UTC [switchboard.c- 151] Re-registered node [public_ip=166.149 47 64:9999][mac=00:1B:39:11:16:5E]network=john@acme com-SensorNet]
[2014-04-14 20:24:48 UTC [switchboard.c: 124] Re-registered peer [public_ip=172.16.1.1:28465][mac=00:1E:90:99:B7 :0B][network=john@acme com-Sensoriet]
12014-04-14 20:24:57 UTC [switchboard.c: 193] Registered new peer [public_ip=172.16.1.1:28465][mac=58:6D:8F-AD:32-41][network=john@acme.com-Sensorhiet]

The Status screen provides a snapshot of the Switchboard Server’s settings and current activity. The
top section shows the server’s running status, start time, up time, number of active Gateway nodes,
and the size of the Switchboard Server’s log. It also shows the server’'s UDP listening port along with
the license key and software version.

Use the Change link to change the VCSSM login password (username is fixed as “admin”).

The bottom portion of the Status screen displays Switchboard Server log entries which have occurred
over the previous 2 minutes.

The Status screen refreshes automatically every 30 seconds.
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6.3 Active Devices Screen

DTOXiCGST Virtual Cable Switchboard Server Monitor Server Time

2014-04-15 03:35:25 UTC

Status Activity Log

Active DeviceS | ExpandAll || Collapse All | | Refresh |

Network: john@acme.com-SensorNet
= %= GW: Operations Center -- 172.16.1.1 (00:1B:39:11:16:5E)
«—= 00:1E:90:99:B7:0B
= 00:27:0E:15:60:7B
+ Bobs PC -- 58:6D:8F:AD:32:41
DVR -- 00:1B:39:0F:50:7D
« Marys PC -- 00:21:5A:80:E5:TA
+= Printer -- D4:3D:7E:57:62:E5
== GW: Weather Station -- 198.228.196.216 (00:1B:39:11:11:26)
*= Rain Gauge - 00:22:68:15:2F:78
- = GW: Westfield Reservoir -- 208.54.64.207 (00:1B:39:11:14:D6)
North Fence Camera -- 00:1B:39:10:FD:0D

The Active Devices screen shows a tree view of the Networks, Gateways and Device nodes which
have communicated with the Switchboard during the previous 2 minutes.

Networks show all of the Gateways which are communicating in the same virtual Ethernet domain.
Gateways show the nodes connected to them and indicate whether they are able to send packets to
other devices in peer-to-peer mode or via Switchboard relay (e.g. the DVR and the North Fence
Camera).

The tree view may be expanded or collapsed via the action buttons. The Active Devices screen is only
refreshed on demand via the Refresh button.

Clicking on any entry will display a device summary popup window that provides detailed information
about the node.

Marys PC -- 00:21:5A:80:E5:7A close or Esc Key
Name Marys PC
Type Device
MAC 00:21:5A:80:E5:7A
Manufacturer Hewlett-Packard Company
Network john@acme.com-SensorNet
Gateway IP 172.16.1.1
First Registration |(2014-04-14 20:59:53 UTC
Last Registration |2014-04-15 03:36:43 UTC

Save H Cancel

You may assign a descriptive name to each node (up to 32 characters). This name will be pre-pended
to the node’s IP/MAC address in the Activity Devices tree view. The characters * “ \ | are not permitted
in node names.
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6.4 Packet Relays Screen

pI'OXICCIST Virtual Cable Switchboard Server Monitor Server Time

2014-04-15 03:39:31 UTC

Status Activity Log

Packet Relay Activity Directed Packets Only  Network Filter: -

Network Source Destination Type Time

john@acme.com-
SensorNet

DV FF:FF:FF:FF:FF:FF Broadcast 2014-04-1503:38:54

Jg’ehnnscz)ral\f;ﬂte‘com_ North Fence Camera  [DVR Directed 2014-04-15 03:38:51

john@acme.com-

00:1E:90:99:B7:0B |FF:FF:FF:FF:FF:FF Broadcast 2014-04-15 03:38:59
SensorNet

john@acme.com-

SensorNet Rain Gauge FF:FF:FF:FF:FF:FF Broadcast 2014-04-15 03:39:23

john@acme.com-

00:27:0E:15:60:7B |FF:FF:FF:FF:FF:FF Broadcast 2014-04-15 03:39:02
SensorNet

john@acme.com-
SensorNet

Printer FF:FF:FF:FF:FF:FF Broadcast 2014-04-1503:39:22

The Packet Relays screen displays a table showing the Switchboard Server’s current packet relay
activity. The names of the source and destination nodes are shown, along with the type of packet relay
and the timestamp.

Broadcast and Multicast packets are always relayed because Gateway nodes do not know if all other
devices on the network will be able to receive the packet.

Directed (unicast) packets are being relayed by the Switchboard Server between 2 specific network
nodes. The check box above the table will suppress the display all packet relays except for directed
packets. The Relay Table may also be filtered by Network Name if more than one Virtual Cable
network is active on the Switchboard server.

Broadcast packets are common in an Ethernet network as devices continuously update their status.
However, excessive broadcast traffic may indicate a network problem (e.g. broadcast storms) or that
the Virtual Cable Network has too many devices connected.

Unless being used for an application on a Device node connected to a Gateway, multicast traffic
should be minimized. Both broadcast and multicast packets are sent to all nodes of the network,
thereby affecting network speed and data utilization limits.

Clicking on any name will display the device summary popup window for that node.

The Packet Relay screen can be manually refreshed via the Refresh button.
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6.5 Log Screen

pfOXICGST Virtual Cable Switchboard Server Monitor Server Time

2014-03-23 20:03:09 UTC

Status Activity Log

Switchboard Log

History: 15min ~  MAC Filter: Network Filter: -

[P014-03-23 19°4823 UTC [switchboard ¢ 151] Re-registered node [public_ip=172 16 1 1°14985][mac=00"18'39 11 16 SE]network=mary@acme com-Cameras]
[2014-03-23 19:48:25 UTC [switchboard.c: 124] Re-registered peer [public_ip=172.16.1.1:14985][mac=D4:3D:7E 57 62.ES]network=mary@acme.com-Cameras]
[2014-03-23 194839 UTC [switchboard ¢ 151] Re-registered node [public_ip=198 228 206 201-41873][mac=00"18:39:10'C8 D1][network=mary@acme com-
ICameras]

[2014-03-23 19°48:42 UTC [switchboard ¢ 151] Re-registered node [public_ip=166.149 47 64'9999][mac=00"18:39'11:14:D6][network=john@acme com-Sensorhet]
[2014-03-23 19:48:45 UTC [switchboard.c: 151] Re-registered node [public_ip=208.54.70.144:23079][mac=00:18:39:11:11:26]network=john@acme.com-Sensoriet]
2014-03-23 19:48°45 UTC [switchboard ¢ 124] Re-registered peer [public_ip=166 149 47 £4:9999][mac=00'01'6C EA7F-Ad]network=john@acme com-Sensoriiet]
[2014-03-23 19:48:47 UTC [switchboard.c: 193] Registered new peer [public_ip=172.16.1.1:14985][mac=40-A6:D9:45.05-DA][network=mary@acme.com-Cameras]
[2014-03-23 19:48:54 UTC [switchboard.c: 151] Re-registered node [public_ip=172.16.1.1:14985][mac=00:18:39:11-16:5E]network=mary@acme.com-Cameras]
[ ]
[ ]
[ ]
[ ]

[P014-03-23 19:48:54 UTC [switchboard.c: 193] Registered new peer [public_ip=172.16.1.1:14985][mac=00-21:5A:80:E5: Al network=mary@acme.com-Cameras)
[2014-03-23 19:48:57 UTC [switchboard.c: 124] Re-registered peer [public_ip=172.16.1.1:14985][mac=00:1B:39-0F:50:7D][network=mary@acme com-Cameras]
[P014-03-23 19:49:01 UTC [switchboard.c: 124] Re-registered peer [public_ip=208 54 70 144:23079][mac=00:11:25:F9:94-3A][network=john@acme com-Sensorhet]
[2014-03-23 19:49:08 UTC [switchboard.c: 124] Re-registered peer [public_ip=198.228.206.201:41873][mac=00:1B:39:10:E4.75][network=mary@acme.com-
ICameras]

[2014-03-23 19:49:00 UTC [switchboard.c: 124] Re-registered peer [public_ip=172.16.1.1:14985][mac=58:6D:8F AD:32:41][network=mary@acme.com-Cameras]
[P014-03-23 19:49:10 UTC [switchboard.c: 151] Re-registered node [public_ip=198 228 206.201:41873][mac=00:1B:39:10:C8'D1][network=mary@acme.com-
ICameras]

[P014-03-23 19:49:12 UTC [switchboard.c: 151] Re-registered node [public_ip=166.149.47 64:0999][mac=00-18:39:11:14:D6][network=john@acme com-Sensorhet]
[2014-03-23 19:49:15 UTC [switchboard c: 151] Re-registered node [public_ip=208_54.70.144:23079][mac=00:1B:39:11:11:26][network=john@acme_com-Sensoriet]
[2014-03-23 19:49:24 UTC [switchboard.c: 151] Re-registered node [public_ip=172.16.1.1:14985][mac=00:1B:39:11:16:5E]network=mary@acme com-Cameras]
[P014-03-23 19:49:35 UTC [switchboard.c: 124] Re-registered peer [public_ip=172.16.1.1:14985][mac=D4:3D:7E:57-:62:E5][network=mary@acme. com-Cameras]
[2014-03-23 19:49:37 UTC [switchboard.c: 124] Re-registered peer [public_ip=172.16.1.1:14985][mac=00:1E-00-99:87-0B][network=mary@acme.com-Cameras]
[P014-03-23 19:49:39 UTC [switchboard.c: 193] Registered new peer [public_ip=172.16.1.1:14985][mac=00-27-0E:15:60:7B][network=mary@acme com-Cameras]
[2014-03-23 19:49:40 UTC [switchboard.c: 151] Re-registered node [public_ip=198.228.206.201:41873][mac=00-18:39:10:C8:D1][network=mary@acme.com-
ICameras]

[2014-03-23 19:49:44 UTC [switchboard.c: 151] Re-registered node [public_ip=166.149.47 64:9999][mac=00-18:39:11:14:D6][network=john@acme.com-Sensoriet]
[2014-03-23 19:49:46 UTC [switchboard.c: 151] Re-registered node [public_ip=208.54.70.144:23079][mac=00-1B:39:11:11-26][network=john@acme._com-Sensorhiet]
[2014-03-23 19:49:46 UTC [switchboard.c: 124] Re-registered peer [public_ip=166.149.47.64:9999][mac=00:01:6C:EA 7F-Ad]network=john@acme.com-Sensarhet]
[2014-03-23 19:49:54 UTC [switchboard.c: 151] Re-registered node [public_ip=172.16.1.1:14085][mac=00:18:39:11:16:5E][network=mary@acme com-Cameras]
[P014-03-23 19:50:00 UTC [switchboard.c: 124] Re-registered peer [public_ip=172.16.1.1:14985][mac=00:1B:39:0F:50-7D][network=mary@acme com-Cameras]
[2014-03-23 19:50:04 UTC [switchboard.c: 124] Re-registered peer [public_ip=208.54.70.144:23079][mac=00:11:25:F9:94-3A][network=john@acme.com-Sensoriet]
[2014-03-23 19:50:08 UTC [switchboard.c: 124] Re-registered peer [public_ip=198 228 206.201:41873][mac=00:1B:39:10:E4 75][network=mary@acme.com-
ICameras]

Purge Log

The Log screen allows you to view the complete Switchboard Server log and to filter the log entries by
time, MAC and Network Name. The filters are convenient for analyzing and troubleshooting specific
devices.

Selecting values from the filter drop-down boxes will immediately apply the filter condition. Click the
Refresh button view the latest log entries with the filter conditions applied. The Log screen does not
refresh automatically.

The Purge Log button at the bottom of the Log screen will erase all Switchboard Server log entries.
Allow approximately 2 minutes for the Switchboard Server to re-register its Gateways and Devices.
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7. Troubleshooting & FAQ's

7.1 Troubleshooting

Cannot install Switchboard Server
e Installer file must be made executable.
e You must have root access privileges.

e You must install the correct architecture version (e.g. 32-bit or 64-bit) for your server.

Gateway does not show in Active Device List
e Check that the Gateway is connected to the Internet.

e Confirm that the Gateway'’s Virtual Cable settings have the correct IP address and port number
for the Switchboard Server.

e One or more firewalls may be intervening and blocking the Switchboard’s UDP listening port.

Device node does not appear in Active Device list
e Devices will not appear until they attempt to communicate with another node.

e Check the device’s IP settings.

Gateway appears and disappears regularly
e Check network connectivity/reliability on the Gateway.

e Check the AutoPing settings on the Gateway.

Gateway with a public IP address is relayed
e One or more firewalls may be intervening and blocking certain ports.

e Check with your ISP regarding the type of IP address assigned to your Gateway.
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7.2 Frequently Asked Questions

Q:
A:

Q:
A: Yes.

>0

>0

>0

>0

>0

>0

>0

>0

Which Linux distributions are supported?
Any Linux version that runs on an X86 compatible CPU.

Can the Switchboard Server run on a Linux Desktop installation?

: Can the Switchboard Server run on a Linux Virtual Machine (VM) under Windows?
. Yes. Be sure to configure the network to allow access to the UDP and HTTP listening ports.

: Can the Switchboard Server run on a Linux Virtual Private Server (VPS)?
: Yes. If you do not have access to the VPS physical console, you may have to use the command line

installation via an SSH terminal session.

: Can the Switchboard Server run on a hosted shared Linux server?
. It depends on your hosting company. Most will not give you root access to a shared server.

However if you provide them with the installer package and instructions, they may install the
Switchboard Server for you.

: Can the Switchboard Server run behind a firewall?
: Yes, as long as the firewall opens and forwards the UDP and HTTP listening ports to the Linux

server. Use the firewall’s public IP address as the Switchboard Server address in your Gateway
nodes.

. If the Switchboard Server does down, does all Virtual Cable network traffic stop?
: No. Peer-to-peer nodes will continue to communicate until one of them changes its public IP

address or disconnects from the Internet. Relayed nodes will stop communicating when the
Switchboard Server is down.

: Can | communicate from the Switchboard Server to the Gateways or Devices?
: Not directly. The Switchboard Server cannot initiate communications with Gateway or Device nodes.

If the Gateway has a public IP address with no ports blocked, you can connect to it or its connected
Devices via a web browser using the Gateway’s public IP address.

: Can the Switchboard Server capture and analyze Ethernet packet traffic?
: The Switchboard Server has no packet analysis functionality. Packages such as Wireshark can

capture Virtual Cable packets, however, the packet data is encrypted so only address information
can be obtained.

: Why can’t | see the IP addresses of the Device nodes?
. Virtual Cable packets are encrypted. The Switchboard Server can only view the address (envelope)

information and cannot read the packet data contents because it does not hold the encryption keys
for the Networks. Only Gateways can encrypt and decrypt Virtual Cable packets. Only Gateways
communicate directly with the Switchboard Server. You can manually input the local IP addresses
of the nodes as part of their descriptive names.
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8. Contacts & Support

Online Web Support

Please refer to http://support.proxicast.com for additional support documentation and access to our
Knowledgebase which contains many resources such as TechNotes, Frequently Asked Questions,
sample configurations and software updates.

E-Mail Support
Support E-mail: support@proxicast.com

Please provide the following information when you contact customer support:
* Product name and license number
* Current software version
* Operating system version
« Brief description of the problem and the steps you've taken to try to solve it

Corporate Headquarters
« Sales E-mail: sales@proxicast.com
e Telephone: 877-777-7694 (412-213-2477)
 Fax: 412-492-9386
* Web Site: www.proxicast.com, support.proxicast.com

Proxicast, LLC
312 Sunnyfield Drive, Suite 200
Glenshaw, PA 15116-1936


http://support.proxicast.com/

Virtual Cable Switchboard Server User Guide 19

9. Legal Information

Copyright

Copyright © 2014 by Proxicast, LLC.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in
a retrieval system, translated into any language, or transmitted in any form or by any means, electronic,
mechanical, magnetic, optical, chemical, photocopying, manual, or otherwise, without the prior written
permission of Proxicast, LLC.

Published by Proxicast, LLC. All rights reserved.

Virtual Cable Switchboard Server Monitor also incorporates the following components released under
the MIT license (see below):

jQuery v1.4.4 Copyright © 2010 jQuery Foundation and other contributors
zTree v3.5 Copyright © 2011 hunter.z
ThickBox v3.1 Copyright © 2007 Cody Lindley

Other components incorporated into the Virtual Cable Switchboard Server Monitor are released under
the license terms indicated below.

Disclaimer

Proxicast does not assume any liability arising out of the application or use of any products, or software
described herein. Neither does it convey any license under its patent rights nor the patent rights of
others. Proxicast further reserves the right to make changes in any products described herein without
notice. This publication is subject to change without notice.

Trademarks

Proxicast is a registered trademark and ProxiOS (Proxicast Network Operating System), LAN-Cell,
Card-Guard, Card-Lock, Cell-Sentry, Modem-LOCK, Modem-SAFE and PocketPORT are trademarks
of Proxicast, LLC. Other trademarks mentioned in this publication are used for identification purposes
only and are the property of their respective owners.

Proxicast Limited Warranty

Proxicast warrants to the original end user (purchaser) that this product is free from any defects in
materials or workmanship for a period of up to one year from the date of purchase. During the warranty
period, and upon proof of purchase, should the product have indications of failure due to faulty
workmanship and/or materials, Proxicast will, at its discretion, repair or replace the defective products
or components without charge for either parts or labor, and to whatever extent it shall deem necessary
to restore the product or components to proper operating condition. Any replacement will consist of a
new or re-manufactured functionally equivalent product of equal value, and will be solely at the
discretion of Proxicast. This warranty shall not apply if the product is modified, misused, tampered with,
damaged by an act of God, or subjected to abnormal working conditions.

Note:

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This
warranty is in lieu of all other warranties, express or implied, including any implied warranty of
merchantability or fithess for a particular use or purpose. Proxicast shall in no event be held liable for
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indirect or consequential damages of any kind to the purchaser. To obtain the services of this warranty,
contact Proxicast's Service Center for your Return Material Authorization number (RMA). Products
must be returned Postage Prepaid. It is recommended that the unit be insured when shipped. Any
returned products without proof of purchase or those with an out-dated warranty will be repaired or
replaced (at the discretion of Proxicast) and the customer will be billed for parts and labor. All repaired
or replaced products will be shipped by Proxicast to the corresponding return address, Postage Paid.
This warranty gives you specific legal rights, and you may also have other rights that vary from country
to country.

Software License

Certain software parts used in this product are licensed under the the GPL license v3 or other license
terms. If you wish to obtain the source code for these GPL-licensed parts, please write a letter to
“Proxicast 312 Sunnyfield Drive Glenshaw, PA 15116 Attn: GPL Compliance Dept” with your request.
Shipping and handling fees may apply. A copy of these licenses can be found below.

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and change the works. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change all versions of a program--to make sure it
remains free software for all its users. We, the Free Software Foundation, use the GNU General Public License for most of our software; it
applies also to any other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the rights. Therefore, you have
certain responsibilities if you distribute copies of the software, or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the recipients the same freedoms
that you received. You must make sure that they, too, receive or can get the source code. And you must show them these terms so they know
their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and (2) offer you this License
giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this free software. For both users' and
authors' sake, the GPL requires that modified versions be marked as changed, so that their problems will not be attributed erroneously to
authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them, although the manufacturer
can do so. This is fundamentally incompatible with the aim of protecting users' freedom to change the software. The systematic pattern of
such abuse occurs in the area of products for individuals to use, which is precisely where it is most unacceptable. Therefore, we have
designed this version of the GPL to prohibit the practice for those products. If such problems arise substantially in other domains, we stand
ready to extend this provision to those domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict development and use of
software on general-purpose computers, but in those that do, we wish to avoid the special danger that patents applied to a free program could
make it effectively proprietary. To prevent this, the GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as “you”. “Licensees” and
“recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission, other than the making
of an exact copy. The resulting work is called a “modified version” of the earlier work or a work “based on” the earlier work.


http://fsf.org/
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A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or secondarily liable for
infringement under applicable copyright law, except executing it on a computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere interaction with a user
through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and prominently visible feature
that (1) displays an appropriate copyright notice, and (2) tells the user that there is no warranty for the work (except to the extent that
warranties are provided), that licensees may convey the work under this License, and how to view a copy of this License. If the interface
presents a list of user commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making modifications to it. “Object code” means any non-source
form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards body, or, in the case of
interfaces specified for a particular programming language, one that is widely used among developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is included in the normal form of
packaging a Major Component, but which is not part of that Major Component, and (b) serves only to enable use of the work with that
Major Component, or to implement a Standard Interface for which an implementation is available to the public in source code form. A
“Major Component”, in this context, means a major essential component (kernel, window system, and so on) of the specific operating
system (if any) on which the executable work runs, or a compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate, install, and (for an executable
work) run the object code and to modify the work, including scripts to control those activities. However, it does not include the work's
System Libraries, or general-purpose tools or generally available free programs which are used unmodified in performing those activities but
which are not part of the work. For example, Corresponding Source includes interface definition files associated with source files for the
work, and the source code for shared libraries and dynamically linked subprograms that the work is specifically designed to require, such as
by intimate data communication or control flow between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of the Corresponding Source.
The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable provided the stated conditions
are met. This License explicitly affirms your unlimited permission to run the unmodified Program. The output from running a covered work
is covered by this License only if the output, given its content, constitutes a covered work. This License acknowledges your rights of fair use
or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your license otherwise remains in
force. You may convey covered works to others for the sole purpose of having them make modifications exclusively for you, or provide you
with facilities for running those works, provided that you comply with the terms of this License in conveying all material for which you do
not control copyright. Those thus making or running the covered works for you must do so exclusively on your behalf, under your direction
and control, on terms that prohibit them from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is not allowed; section 10
makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling obligations under article 11
of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention of such measures.
When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to the extent such
circumvention is effected by exercising rights under this License with respect to the covered work, and you disclaim any intention to limit
operation or modification of the work as a means of enforcing, against the work's users, your or third parties' legal rights to forbid
circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice; keep intact all notices stating that this License and any non-permissive
terms added in accord with section 7 apply to the code; keep intact all notices of the absence of any warranty; and give all recipients a copy
of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of source code under the
terms of section 4, provided that you also meet all of these conditions:
a) The work must carry prominent notices stating that you modified it, and giving a relevant date.
b) The work must carry prominent notices stating that it is released under this License and any conditions added under section 7.
This requirement modifies the requirement in section 4 to “keep intact all notices”.
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¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a copy. This License
will therefore apply, along with any applicable section 7 additional terms, to the whole of the work, and all its parts, regardless of
how they are packaged. This License gives no permission to license the work in any other way, but it does not invalidate such
permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the Program has
interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by their nature extensions of the covered work,
and which are not combined with it such as to form a larger program, in or on a volume of a storage or distribution medium, is called an
“aggregate” if the compilation and its resulting copyright are not used to limit the access or legal rights of the compilation's users beyond
what the individual works permit. Inclusion of a covered work in an aggregate does not cause this License to apply to the other parts of the
aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also convey the

machine-readable Corresponding Source under the terms of this License, in one of these ways:
a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium), accompanied by the
Corresponding Source fixed on a durable physical medium customarily used for software interchange.
b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium), accompanied by a
written offer, valid for at least three years and valid for as long as you offer spare parts or customer support for that product
model, to give anyone who possesses the object code either (1) a copy of the Corresponding Source for all the software in the
product that is covered by this License, on a durable physical medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this conveying of source, or (2) access to copy the Corresponding
Source from a network server at no charge.
¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding Source. This
alternative is allowed only occasionally and noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.
d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer equivalent access to the
Corresponding Source in the same way through the same place at no further charge. You need not require recipients to copy the
Corresponding Source along with the object code. If the place to copy the object code is a network server, the Corresponding
Source may be on a different server (operated by you or a third party) that supports equivalent copying facilities, provided you
maintain clear directions next to the object code saying where to find the Corresponding Source. Regardless of what server hosts
the Corresponding Source, you remain obligated to ensure that it is available for as long as needed to satisfy these requirements.
e) Convey the object code using peer-to-peer transmission, provided you inform other peers where the object code and
Corresponding Source of the work are being offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a System Library, need not be
included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is normally used for personal,
family, or household purposes, or (2) anything designed or sold for incorporation into a dwelling. In determining whether a product is a
consumer product, doubtful cases shall be resolved in favor of coverage. For a particular product received by a particular user, “normally
used” refers to a typical or common use of that class of product, regardless of the status of the particular user or of the way in which the
particular user actually uses, or expects or is expected to use, the product. A product is a consumer product regardless of whether the product
has substantial commercial, industrial or non-consumer uses, unless such uses represent the only significant mode of use of the product.
“Installation Information” for a User Product means any methods, procedures, authorization keys, or other information required to install
and execute modified versions of a covered work in that User Product from a modified version of its Corresponding Source. The
information must suffice to ensure that the continued functioning of the modified object code is in no case prevented or interfered with
solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the conveying occurs as part
of a transaction in which the right of possession and use of the User Product is transferred to the recipient in perpetuity or for a fixed term
(regardless of how the transaction is characterized), the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any third party retains the ability to install modified object
code on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support service, warranty, or
updates for a work that has been modified or installed by the recipient, or for the User Product in which it has been modified or installed.
Access to a network may be denied when the modification itself materially and adversely affects the operation of the network or violates the
rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a format that is publicly
documented (and with an implementation available to the public in source code form), and must require no special password or key for
unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or more of its conditions.
Additional permissions that are applicable to the entire Program shall be treated as though they were included in this License, to the extent
that they are valid under applicable law. If additional permissions apply only to part of the Program, that part may be used separately under
those permissions, but the entire Program remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that copy, or from any part of
it. (Additional permissions may be written to require their own removal in certain cases when you modify the work.) You may place
additional permissions on material, added by you to a covered work, for which you have or can give appropriate copyright permission.
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Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized by the copyright
holders of that material) supplement the terms of this License with terms:
a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or
b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the Appropriate Legal
Notices displayed by works containing it; or
¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material be marked in
reasonable ways as different from the original version; or
d) Limiting the use for publicity purposes of names of licensors or authors of the material; or
e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or
f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or modified versions
of it) with contractual assumptions of liability to the recipient, for any liability that these contractual assumptions directly impose
on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning of section 10. If the Program as you
received it, or any part of it, contains a notice stating that it is governed by this License along with a term that is a further restriction, you
may remove that term. If a license document contains a further restriction but permits relicensing or conveying under this License, you may
add to a covered work material governed by the terms of that license document, provided that the further restriction does not survive such
relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a statement of the additional
terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or stated as exceptions; the above
requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt otherwise to propagate or
modify it is void, and will automatically terminate your rights under this License (including any patent licenses granted under the third
paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is reinstated (a) provisionally, unless
and until the copyright holder explicitly and finally terminates your license, and (b) permanently, if the copyright holder fails to notify you
of the violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies you of the violation by
some reasonable means, this is the first time you have received notice of violation of this License (for any work) from that copyright holder,
and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies or rights from you under
this License. If your rights have been terminated and not permanently reinstated, you do not qualify to receive new licenses for the same
material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary propagation of a covered work
occurring solely as a consequence of using peer-to-peer transmission to receive a copy likewise does not require acceptance. However,
nothing other than this License grants you permission to propagate or modify any covered work. These actions infringe copyright if you do
not accept this License. Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to run, modify and
propagate that work, subject to this License. You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one, or subdividing an
organization, or merging organizations. If propagation of a covered work results from an entity transaction, each party to that transaction
who receives a copy of the work also receives whatever licenses to the work the party's predecessor in interest had or could give under the
previous paragraph, plus a right to possession of the Corresponding Source of the work from the predecessor in interest, if the predecessor
has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License. For example, you may not
impose a license fee, royalty, or other charge for exercise of rights granted under this License, and you may not initiate litigation (including
a cross-claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling, offering for sale, or
importing the Program or any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which the Program is based. The
work thus licensed is called the contributor's “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether already acquired or hereafter
acquired, that would be infringed by some manner, permitted by this License, of making, using, or selling its contributor version, but do not
include claims that would be infringed only as a consequence of further modification of the contributor version. For purposes of this
definition, “control” includes the right to grant patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor's essential patent claims, to make,
use, sell, offer for sale, import and otherwise run, modify and propagate the contents of its contributor version.
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In the following three paragraphs, a “patent license” is any express agreement or commitment, however denominated, not to enforce a patent
(such as an express permission to practice a patent or covenant not to sue for patent infringement). To “grant” such a patent license to a
party means to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is not available for anyone
to copy, free of charge and under the terms of this License, through a publicly available network server or other readily accessible means,
then you must either (1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of the benefit of the patent
license for this particular work, or (3) arrange, in a manner consistent with the requirements of this License, to extend the patent license to
downstream recipients. “Knowingly relying” means you have actual knowledge that, but for the patent license, your conveying the covered
work in a country, or your recipient's use of the covered work in a country, would infringe one or more identifiable patents in that country
that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring conveyance of, a covered
work, and grant a patent license to some of the parties receiving the covered work authorizing them to use, propagate, modify or convey a
specific copy of the covered work, then the patent license you grant is automatically extended to all recipients of the covered work and
works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise of, or is conditioned on the
non-exercise of one or more of the rights that are specifically granted under this License. You may not convey a covered work if you are a
party to an arrangement with a third party that is in the business of distributing software, under which you make payment to the third party
based on the extent of your activity of conveying the work, and under which the third party grants, to any of the parties who would receive
the covered work from you, a discriminatory patent license (a) in connection with copies of the covered work conveyed by you (or copies
made from those copies), or (b) primarily for and in connection with specific products or compilations that contain the covered work, unless
you entered into that arrangement, or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to infringement that may otherwise
be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot convey a covered work so as to satisfy simultaneously your obligations under
this License and any other pertinent obligations, then as a consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey the Program, the only way you could satisfy both
those terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with a work licensed under
version 3 of the GNU Affero General Public License into a single combined work, and to convey the resulting work. The terms of this
License will continue to apply to the part which is the covered work, but the special requirements of the GNU Affero General Public
License, section 13, concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version of the GNU General Public
License “or any later version” applies to it, you have the option of following the terms and conditions either of that numbered version or of
any later version published by the Free Software Foundation. If the Program does not specify a version number of the GNU General Public
License, you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be used, that proxy's public
statement of acceptance of a version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are imposed on any author or
copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF
THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
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If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according to their terms, reviewing
courts shall apply local law that most closely approximates an absolute waiver of all civil liability in connection with the Program, unless a
warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS

The MIT License (MIT)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

mini_httpd
Copyright © 2000 by Jef Poskanzer <jef@mail.acme.com>.  All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The PHP License, version 3.01
Copyright (c) 1999 - 2014 The PHP Group. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, is permitted provided that the following conditions are met:
1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the distribution.

3. The name "PHP" must not be used to endorse or promote products derived from this software without prior written permission. For
written permission, please contact group@php.net.

4. Products derived from this software may not be called "PHP", nor may "PHP" appear in their name, without prior written permission
from group@php.net. You may indicate that your software works in conjunction with PHP by saying "Foo for PHP" instead of
calling it "PHP Foo" or "phpfoo"

5. The PHP Group may publish revised and/or new versions of the license from time to time. Each version will be given a
distinguishing version number. Once covered code has been published under a particular version of the license, you may always
continue to use it under the terms of that version. You may also choose to use such covered code under the terms of any subsequent
version of the license published by the PHP Group. No one other than the PHP Group has the right to modify the terms applicable
to covered code created under this License.

6. Redistributions of any form whatsoever must retain the following acknowledgment:
"This product includes PHP software, freely available from <http://www.php.net/software/>".
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THIS SOFTWARE IS PROVIDED BY THE PHP DEVELOPMENT TEAM TAS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PHP DEVELOPMENT TEAM OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the PHP Group.
The PHP Group can be contacted via Email at group@php.net.
For more information on the PHP Group and the PHP project, please see <http://www.php.net>.

PHP includes the Zend Engine, freely available at <http://www.zend.com>.
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